










$XVJHKHQG YRQ GHQ %HJULIIHQ PHKUVHLWLJH 6LFKHUKHLW XQG $UFKLWHNWXU ZLUG JHNOlUW ZHOFKH
$QIRUGHUXQJHQHLQH6LFKHUKHLWVDUFKLWHNWXUIUGLH8QWHUVWW]XQJYRQ(QGEHQXW]HUQXQG(QWZLFNOHUQ
HUIOOHQ VROOWH ,P =XVDPPHQKDQJ PLW GHU 5HDOLVLHUXQJ PHKUVHLWLJHU 6LFKHUKHLW EHVLW]W GLH
)RUPXOLHUXQJ’XUFKVHW]XQJXQGJJI$XVKDQGOXQJYRQ6FKXW]]LHOHQE]Z6LFKHUKHLWVHLJHQVFKDIWHQ
JURH %HGHXWXQJ 6RZRKO IU GHQ 1XW]HU DOV DXFK IU GHQ (QWZLFNOHU PHKUVHLWLJ VLFKHUHU












VWW]HQ ZHQQ HU VLFK EHUKDXSW GD]X GXUFKJHUXQJHQ KDW QHEHQ GHQ 3ULPlUIXQNWLRQHQ GHU
$QZHQGXQJHQ GK GHQ HLJHQWOLFKHQ $XIJDEHQ GLH HLQH $QZHQGXQJ HUIOOHQ VROO DXFK
6LFKHUKHLWVPHUNPDOH DQ]XELHWHQ (V EHVWHKW DOVR LP %HUHLFK 6LFKHUKHLW VRZRKO %HGDUI DQ
(QGEHQXW]HUXQWHUVWW]XQJDOVDXFKDQ(QWZLFNOHUXQWHUVWW]XQJ
8QWHU 6LFKHUKHLW HLQHV .RPPXQLNDWLRQVV\VWHPV VROO GLH ’XUFKVHW]XQJ YRQ 6FKXW]]LHOHQ
9HUWUDXOLFKNHLW ,QWHJULWlW 9HUIJEDUNHLW WURW] 9RUKDQGHQVHLQ LQWHOOLJHQWHU $QJUHLIHU
YHUVWDQGHQZHUGHQ:HUGHQEHLGHU’XUFKVHW]XQJGLHVHU6FKXW]]LHOHGLH6LFKHUKHLWVZQVFKH
DOOHU DQ HLQHU .RPPXQLNDWLRQ EHWHLOLJWHQ ,QVWDQ]HQ EHUFNVLFKWLJW XQG P|JOLFKHUZHLVH
HQWVWHKHQGH 6FKXW]NRQIOLNWH HUNDQQW XQG DXVJHWUDJHQ VSULFKW PDQ YRQ PHKUVHLWLJHU
6LFKHUKHLW
(VODVVHQVLFKGLHIROJHQGHQ3KDVHQGHU$XVKDQGOXQJHLQHUPHKUVHLWLJVLFKHUHQ.RPPXQLND




 $% hEHUPLWWOXQJ GHV .RPPXQLNDWLRQVZXQVFKHV XQWHU (LQEH]LHKXQJ GHU 6FKXW]
LQWHUHVVHQ
 % ([SOL]LWH )RUPXOLHUXQJ YRQ LQGLYLGXHOOHQ 6FKXW]LQWHUHVVHQ .RQILJXUDWLRQ P|J
OLFKHUZHLVH5HNRQILJXUDWLRQXQWHU(LQEH]LHKXQJGHU,QWHUHVVHQYRQ$$XVKDQGOXQJ’LH
.RQILJXUDWLRQVSKDVH IU % NDQQ DXFK YRU GHU hEHUPLWWOXQJ GHV























HLJHQHQ 6FKXW]LQWHUHVVHQ *JI LVW % EHUHLWV PLW GHQ 6LFKHUKHLWVZQVFKHQ YRQ $






.RQILJXUDWLRQ GHU IROJHQGHQ EHHLQIOXVVHQ VROOWHQ RGHU HV VLQG GLH*UXQGODJHQ IU HLQH
PHKUVHLWLJVLFKHUH.RPPXQLNDWLRQVEH]LHKXQJ]ZLVFKHQ$XQG%JHVFKDIIHQ
 6LFKHUKHLWVDUFKLWHNWXUHQ
:HQQ HV P|JOLFK VHLQ VROO 6LFKHUKHLWVIXQNWLRQHQ V\VWHP XQG DQZHQGXQJVEHUJUHLIHQG





HLQHU GHP=ZHFN DQJHSDWHQ)RUP 1HEHQ GHP=ZHFN RGHU DXFK GHU )XQNWLRQDOLWlW HLQHU
$UFKLWHNWXU NDQQ XQWHU )RUP DXFK GLH %HVFKUHLEXQJ GHU ,QWHJUDWLRQ GHU $UFKLWHNWXU LQ
EHVWHKHQGH6\VWHPHXQGGLH%HVFKUHLEXQJGHUXPJHEHQGHQ,QIUDVWUXNWXUJHIDWZHUGHQ
,QGHU,QIRUPDWLNVLQGLPHQJHUHQ6LQQ6\VWHPDUFKLWHNWXUHQYRQ%HGHXWXQJ6\VWHPHN|QQHQ
5HFKQHU 5HFKQHUQHW]H DEHU DXFK 3URJUDPPLHUVSUDFKHQ VHLQ (LQH 6\VWHPDUFKLWHNWXU
EHVFKUHLEW VRZRKO LQNRQNUHWHU DOV DXFK LQ DEVWUDNWHU)RUPDOOHZHVHQWOLFKHQ.RPSRQHQWHQ









JUHLIHQGHU 6LFKHUKHLWVIXQNWLRQHQ LQ LQIRUPDWLRQVWHFKQLVFKH 6\VWHPH VFKDIIHQ (V PX






WDVWURSKHQ $EVWUDKOVLFKHUKHLW SK\VLNDOLVFKH 6LFKHUKHLW 5LFKWOLQLHQ ]X 1XW]HUEHUHFK
WLJXQJHQ DGPLQLVWUDWLYH 6LFKHUKHLW XQG =XJDQJVEHUHFKWLJXQJHQ 3HUVRQDOVLFKHUKHLW >YJO




GHQH 6\VWHPEHUHLFKH %HWULHEVV\VWHPH 6FKQLWWVWHOOHQ .U\SWR%LEOLRWKHNHQ 5HFKQHUQHW]H
LQVEHVRQGHUHYHUWHLOWH6\VWHPHVRZLH$QZHQGXQJHQ
(QGEHQXW]HUXQG(QWZLFNOHUXQWHUVWW]XQJEHLGHU’XUFKVHW]XQJPHKUVHLWLJHU6LFKHUKHLW















Anwendungen Electronic Mail, z.B. Pretty Good Privacy [PGP]
Electronic Commerce, z.B. SEMPER [Waid_96]
Zahlungssysteme, z.B. SET [SET_97]







’LH H[LVWLHUHQGHQ$QVlW]H IU 6LFKHUKHLWVDUFKLWHNWXUHQ VLQG MHZHLOV VWDUN YRQ GHP 6\VWHP
EHUHLFK JHSUlJW GHP VLH HQWVWDPPHQ ’LH 7DEHOOH  JLEW HLQH hEHUVLFKW EHU DXVJHZlKOWH
$QVlW]H
’LH V\VWHPEHUJUHLIHQGHQ $QVlW]H IU 6LFKHUKHLWVDUFKLWHNWXUHQ EHWUDFKWHQ LP ZHVHQWOLFKHQ
GLH ,QWHJUDWLRQ YRQ 6LFKHUKHLWVSROLWLNHQ VRZLH$XVKDQGOXQJV XQG$XIO|VXQJVVWUDWHJLHQ IU
6LFKHUKHLWVNRQIOLNWH
’HIL]LWH ILQGHQ VLFK YRU DOOHP LQ GHU 6\VWHPDWLVLHUXQJ GHU $QVlW]H GHU SUDNWLVFKHQ 8P
VHW]XQJ VRZLH GHU 8QWHUVWW]XQJ ZHLWHUUHLFKHQGHU 6FKXW]]LHOH ZLH $QRQ\PLWlW 8QEH
REDFKWEDUNHLW8QYHUNHWWEDUNHLWXQG3VHXGRQ\PLWlW
(LQ HQWVFKHLGHQGHU $VSHNW IU GLH SUDNWLVFKH 5HOHYDQ] QHXHU 6LFKHUKHLWVNRQ]HSWH LVW GLH
WHFKQLVFKHXQGRUJDQLVDWRULVFKH$EVWLPPXQJGHU(QWZLFNOXQJGHU6LFKHUKHLWVDUFKLWHNWXUPLW
GHU (QWZLFNOXQJ YRQ ]XNQIWLJHQ 1HW]DUFKLWHNWXUHQ DOOJHPHLQ ZLH ]% YRQ &25%$ DOV
0LGGOHZDUH$UFKLWHNWXU XQG GHU 7HOHFRPPXQLFDWLRQV ,QIRUPDWLRQ1HWZRUNLQJ$UFKLWHFWXUH




,P IROJHQGHQ ZLUG HLQH $XVZDKO DQ $QIRUGHUXQJHQ XQG )XQNWLRQHQ DQJHJHEHQ GLH
6LFKHUKHLWVDUFKLWHNWXUHQ HUIOOHQ VROOHQ ,Q $QOHKQXQJ DQ &,66 >036&B 6@ XQG




GLH XQWHU  IDOOHQGHQ5DKPHQEHGLQJXQJHQPLW GHU8PJHEXQJ GHU ]X VLFKHUQGHQ5HFKQHU
V\VWHPH EHVFKlIWLJHQ  PLW GHU 6LFKHUKHLW HLQHV ORNDOHQ 5HFKQHUV\VWHPV XQG  PLW
6LFKHUKHLW EHL GHU .RPPXQLNDWLRQ 1XU LPSOL]LW HUZlKQW ZLUG GLH 9HUIJEDUNHLW  ZHLVW
GLUHNWDXIGLH,QIUDVWUXNWXUXPGLH6LFKHUKHLWVDUFKLWHNWXUKLQ





YHUVHW]W ZHUGHQ LKUH 6LFKHUKHLWVLQWHUHVVHQ ]X IRUPXOLHUHQ ’HVKDOE VROOWH QHEHQ GHU
6\VWHPXQWHUVWW]XQJ IU GLH DP ’HVLJQ XQG (QWZLFNOXQJVSUR]H EHWHLOLJWHQ 5ROOHQ
EHVRQGHUHU :HUW DXI GLH *HVWDOWXQJ GHU %HQXW]HUREHUIOlFKH JHOHJW ZHUGHQ ,Q >(O1DB@








1. organisatorische und physikalische Rahmenbedingungen [NoHe_90]
• physikalische Sicherheit
- Schutz gegen Folgen von Naturkatastrophen
- Abstrahlsicherheit
• administrative Sicherheit
- Richtlinien der Unternehmensverwaltung dafür, welche Nutzer die Berechtigungen besitzen, mit welchen







- Vertraulichkeit von Daten,
- Integrität von Daten,
- Zugriffskontrolle,
- Non-repudiation
• Softwaresicherheit und Prozeßsicherheit [MPSC_93]
- Software-Authentizität und -Integrität (z.B. gegen Viren, trojanische Pferde, etc.)
- Sicherheit von Betriebssystemen





- Vertraulichkeit von Daten,
- Integrität von Daten,
- Zugriffskontrolle,
- Verbindlichkeit (Non-repudiation),
- Schutz vor Subliminal Channels,




- Schlüsselerzeugung, -speicherung und -verteilung






N|QQHQ $P 3UR]H YRQ GHU (UVWHOOXQJ HLQHU 6LFKHUKHLWVDUFKLWHNWXU ELV ]XU 1XW]XQJ
JHVLFKHUWHU$QZHQGXQJHQVLQGYHUVFKLHGHQH3HUVRQHQJUXSSHQE]Z5ROOHQEHWHLOLJW
 (QWZLFNOHUGHU6LFKHUKHLWVDUFKLWHNWXUE]Z6LFKHUKHLWVH[SHUWHQ
 $QZHQGXQJVHQWZLFNOHU GLH GLH ’LHQVWH GHU 6LFKHUKHLWVDUFKLWHNWXU QXW]HQ XQG LQ
$QZHQGXQJHQLQWHJULHUHQ
 6\VWHPDGPLQLVWUDWRUHQ GLH (LQVWHOOXQJHQ IU LKUHQ VSH]LHOOHQ 6\VWHP RGHU




-HGH5ROOH HUIOOW VFKULWWZHLVH GLH QRWZHQGLJHQ$XIJDEHQ DXI GHP:HJ ]XU1XW]XQJ HLQHU
JHVLFKHUWHQ$QZHQGXQJ’LHhEHUJlQJH]ZLVFKHQGHQHLQ]HOQHQ5ROOHQXQGLKUHQ$XIJDEHQ
LP ’HVLJQ XQG 1XW]XQJVSUR]H VLQG WHLOZHLVH IOLHHQG ’LH $XIJDEHQ LQ GHQ 5ROOHQ GHV
6\VWHPDGPLQLVWUDWRUVXQGGHV(QGEHQXW]HUVN|QQHQEHLHQWVSUHFKHQGHP:LVVHQ]%YRQGHU
JOHLFKHQ3HUVRQGXUFKJHIKUWZHUGHQHEHQVRZLHGLH5ROOHQGHV6LFKHUKHLWVDUFKLWHNWXUXQG
$QZHQGXQJVHQWZLFNOHUV RGHU GHV $QZHQGXQJVHQWZLFNOHUV XQG 6\VWHPDGPLQLVWUDWRUV
]XVDPPHQIDOOHQN|QQHQ
(VZLUG GLVNXWLHUW EHLZHOFKHQ 7lWLJNHLWHQ  HLQH 5ROOH GXUFK ZHOFKH .RQ]HSWH XQWHUVWW]W
ZLUG XQG GXUFK GLH (UIOOXQJ ZHOFKHU $XIJDEHQ HLQH 5ROOH LKUHQ QDFKIROJHQGHQ
8QWHUVWW]XQJOLHIHUW
*HQHUHOO QW]OLFKH *UXQGNRQ]HSWH ]XU 8QWHUVWW]XQJ GHV (QWZLFNOXQJV XQG 1XW]XQJV
SUR]HVVHV VLQG XD $EVWUDNWLRQ ,QIRUPDWLRQ EHU )XQNWLRQDOLWlW XQG 5DKPHQEHGLQJXQJHQ
JHHLJQHWH 6FKQLWWVWHOOHQJHVWDOWXQJ 6WDQGDUGYRUJDEHQ ’DWHQYHUZDOWXQJ $XWRPDWLRQ YRQ
3UR]HVVHQXQG)HKOHUPHOGXQJHQ
=XQlFKVW PX 1XW]HUQ NODUJHPDFKW ZHUGHQ ZHOFKH )XQNWLRQDOLWlW LKQHQ GLH $UFKLWHNWXU





YRP :LVVHQ GHV 1XW]HUV ]% EHU GLH $UFKLWHNWXU (LJHQVFKDIWHQ YRQ 6LFKHUKHLWV
PHFKDQLVPHQ XQG P|JOLFKHQ $QJUHLIHUQ DE ’HU *UDG GHU HLJHQYHUDQWZRUWOLFKHQ
)RUPXOLHUXQJ YRQ 6LFKHUKHLWVLQWHUHVVHQ GXUFK 1LFKWH[SHUWHQ NDQQ DOVR QXU GXUFK LKUH
,QIRUPLHUWKHLWHUK|KWZHUGHQ’LH,QIRUPDWLRQYRQ1XW]HUQHLQHU$UFKLWHNWXUIUPHKUVHLWLJH
6LFKHUKHLW JHKWZHLW EHU EOLFKH+LOIHWH[WH KLQDXV (VPVVHQ ,QIRUPDWLRQHQ XD EHU GLH
/HLVWXQJVIlKLJNHLW XQG $QZHQGEDUNHLW YRQ 6LFKHUKHLWVPHFKDQLVPHQ EHU P|JOLFKH
$QJUHLIHU EHL GHU YHUWHLOWHQ.RPPXQLNDWLRQ LP1HW] XQG EHU$XVZLUNXQJHQ GHU1XW]XQJ
YRQ6LFKHUKHLWVPHFKDQLVPHQHYWO3HUIRUPDQFHYHUOXVWH5HFKWVJUXQGODJHQEHUHLWVWHKHQXQG
JHHLJQHW DXIEHUHLWHWZHUGHQ=XU QXW]HUDGlTXDWHQ$XIEHUHLWXQJ GHU ,QIRUPDWLRQHQ VWHKW XD
GDV+LOIVPLWWHOGHU$EVWUDNWLRQ]XU9HUIJXQJ
$EHUDXFKEHLJXWHU1XW]HULQIRUPDWLRQVHW]WVLFKGLHQRWZHQGLJH1XW]HUXQWHUVWW]XQJZHLWHU
IRUW :LFKWLJ IU GHQ .RQILJXULHUXQJVYRUJDQJ LVW HLQHUVHLWV GLH QLFKW QXU HUJRQRPLVFKH
VRQGHUQ DXFK IXQNWLRQDOH *HVWDOWXQJ GHU 1XW]HUVFKQLWWVWHOOH ]% 9HUKLQGHUXQJ QLFKW
SODXVLEOHU (LQVWHOOXQJHQ DQGHUHUVHLWV DXFK HLQ 7HVW GHU JHWURIIHQHQ (LQVWHOOXQJHQ XQG GLH
$XVJDEHHQWVSUHFKHQGHU1XW]HUKLQZHLVHLP)HKOHUIDOO ,QKDOWOLFKH.ULWHULHQKLHUIUVLQG]%
JHHLJQHWH 6FKXW]]LHONRPELQDWLRQHQ GLH 1XW]EDUNHLW YRQ 6LFKHUKHLWVPHFKDQLVPHQ IU
SHUIRUPDQFHNULWLVFKH(FKW]HLW$QZHQGXQJHQHWF
7URW] GHU LQ]ZLVFKHQ UHODWLY KRKHQ 6HQVLELOLVLHUXQJ IU 6LFKHUKHLWVSUREOHPH XQG REHQ
JHQDQQWHU.RQ]HSWHIUGLH1XW]HUXQWHUVWW]XQJZLUGRIWNULWLVFKKLQWHUIUDJWRE1XW]HUGHQQ
WDWVlFKOLFK GD]X PRWLYLHUW ZHUGHQ N|QQHQ VLFK PLW GHQ 6LFKHUKHLWVIUDJHQ XQG SUREOHPHQ
LKUHV6\VWHPV]XEHVFKlIWLJHQXQGHLQH$Q]DKOYRQ(LQVWHOOXQJHQYRU]XQHKPHQ’XUFK6WDQ
GDUGYRUJDEHQIUP|JOLFKVWYLHOH7HLOEHUHLFKHGHU.RQILJXULHUXQJGHU6LFKHUKHLWVDUFKLWHNWXU
NDQQ GLHVHV 3UREOHP ]XPLQGHVW YHUULQJHUW ZHUGHQ 6ROFKH 6WDQGDUGYRUJDEHQ VLQG ]XP
%HLVSLHO VLQQYROO IU GLH (LQVWHOOXQJHQ YRQ 0HFKDQLVPHQGHWDLOV 6FKOVVHOOlQJHQ
(QGEHQXW]HUXQG(QWZLFNOHUXQWHUVWW]XQJEHLGHU’XUFKVHW]XQJPHKUVHLWLJHU6LFKHUKHLW
5XQGHQ]DKOHQ HWF GLH %HZHUWXQJ YRQ 0HFKDQLVPHQ QDFK GHP *UDG GHU HUUHLFKEDUHQ
6LFKHUKHLW XQG HLQH GHPHQWVSUHFKHQGH 2UGQXQJ DOV 3UlIHUHQ]OLVWH $XV $QZHQGXQJVVLFKW
NDQQ EHUHLWV HLQH $XVZDKO GHU IU GLH VSH]LILVFKH $QZHQGXQJ JHHLJQHWHQ 6LFKHUKHLWV
PHFKDQLVPHQYRUJHJHEHQZHUGHQ’LHVH$XIJDEHNDQQ ]%GXUFKGHQ6\VWHPDGPLQLVWUDWRU
RGHU VRJDU GHQ $QZHQGXQJVHQWZLFNOHU YRUJHQRPPHQ ZHUGHQ 6ROFKH 6WDQGDUGYRUJDEHQ
GLHQHQDXFKDOV*UXQGODJH]XU$XWRPDWLRQYRQ7HLOSUR]HVVHQ
(LQVHNXQGlUHUMHGRFKWURW]GHPQLFKW]XYHUQDFKOlVVLJHQGHU$VSHNWGHU1XW]HUXQWHUVWW]XQJ





,P IROJHQGHQ ZHUGHQ DXI GHU %DVLV XQVHUHU (UIDKUXQJHQ LP 3URMHNW 6621(7 >6621(7@
.RQ]HSWH YRUJHVWHOOW XQG GLVNXWLHUW GLH GD]X EHLWUDJHQ GLH DP (QWZLFNOXQJV XQG



















’LH 6621(76LFKHUKHLWVDUFKLWHNWXU ELHWHW HLQH 6LFKHUKHLWVPDQDJHPHQWVFKQLWWVWHOOH IU
(QGEHQXW]HU XQG HLQ $3, ]XU ,QWHJUDWLRQ YRQ 6LFKHUKHLWVPHFKDQLVPHQ IU $QZHQGXQJV
HQWZLFNOHU ’DUEHU KLQDXV LVW HLQH .RQILJXUDWLRQVGDWHQEDQN XQG – ]XU 8PVHW]XQJ PHKU
VHLWLJHU 6LFKHUKHLW – HLQH $XVKDQGOXQJVNRPSRQHQWH HQWKDOWHQ %HLP 9HUELQGXQJVDXIEDX




9RUDXVVHW]XQJ IU GLH (QWZLFNOXQJ YRQ 6LFKHUKHLWVDUFKLWHNWXUHQ LVW GDV )DFKZLVVHQ ]XU
3UREOHPDWLN YRQ 6LFKHUKHLWVHLJHQVFKDIWHQ PHFKDQLVPHQ XQG GHUHQ ,QWHJUDWLRQ LQ
$QZHQGXQJHQ $XI GLHVHU %DVLV N|QQHQ .RPSRQHQWHQ XQG 6FKQLWWVWHOOHQ VRZRKO ]XU
8PVHW]XQJDOVDXFK1XW]XQJYRQ6LFKHUKHLWVIXQNWLRQDOLWlW IU$QZHQGXQJHQ LPSOHPHQWLHUW
ZHUGHQ
(QWZLFNOHU YRQ 6LFKHUKHLWVDUFKLWHNWXUHQ N|QQHQ PLQGHVWHQV GLH IROJHQGHQ XQWHUVWW]HQGHQ
.RQ]HSWHIUDQGHUHDP’HVLJQXQG1XW]XQJVSUR]H%HWHLOLJWHEHUHLWVWHOOHQ
− HLQ $3, PLW 6LFKHUKHLWVIXQNWLRQDOLWlW ]% .U\SWRELEOLRWKHNHQ IU GHQ $QZHQGXQJV
HQWZLFNOHU
− HLQH 1XW]HUVFKQLWWVWHOOH IU 6\VWHPDGPLQLVWUDWRUHQ E]Z (QGEHQXW]HU 6HFXULW\
0DQDJHPHQW,QWHUIDFH60,
− HLQ 5DKPHQZHUN ]XU $XVZDKO YRQ 6LFKHUKHLWVPHFKDQLVPHQ QDFK .ULWHULHQ ZLH HWZD
3HUIRUPDQFH.RVWHQ6LFKHUKHLW IU$QZHQGXQJVHQWZLFNOHU 6\VWHPDGPLQLVWUDWRUHQ XQG
(QGEHQXW]HU
− ([SHUWHQLQIRUPDWLRQ DOV *UXQGODJH IU GLH %HZHUWXQJ YRQ 6LFKHUKHLWVPHFKDQLVPHQ IU
$QZHQGXQJVHQWZLFNOHU6\VWHPDGPLQLVWUDWRUHQXQG(QGEHQXW]HU
− 6FKQLWWVWHOOHQ]XDQGHUHQ6LFKHUKHLWV’LHQVWHQ]%*DWHZD\VXQG9HU]HLFKQLVGLHQVWHQ
− 9RUJHKHQVZHLVHQ XQG GLH QRWZHQGLJH ,QIUDVWUXNWXU ]XU (LQELQGXQJ QHXHU 6LFKHUKHLWV




6LFKHUKHLWVPHFKDQLVPHQ .U\SWRELEOLRWKHNHQ DXI DEVWUDNWHU (EHQH VLHKH ]XP %HLVSLHO
>)056B@’DEHLKDWVLFKJH]HLJWGDGLH$EVWUDNWLRQYRP’HWDLOHLQJXWHV.RQ]HSW LVW
:HQQ GLH $UFKLWHNWXU GLH HQWVSUHFKHQGH 8QWHUVWW]XQJ ELHWHW EUDXFKW GHU (QWZLFNOHU VLFK
QLFKW XP’HWDLOV HLQ]HOQHU0HFKDQLVPHQ ]X NPPHUQ VRQGHUQ NDQQ GLHVH GXUFK DEVWUDNWH
0HWKRGHQDXIUXIH ZLH FU\SW XQG VLJQ LQWHJULHUHQ VLHKH ]% >%D%OB@ RGHU
>36::B@ $OV HLQH K|KHUH $EVWUDNWLRQVVWXIH ZHUGHQ VRJHQDQQWH $NWLRQV E]Z
6FKXW]NODVVHQ GLH GLH HLQIDFKH ,QWHJUDWLRQ EHUHLWV NRPELQLHUWHU 6FKXW]]LHOH IU EHVWLPPWH
$QZHQGXQJVIlOOHHUP|JOLFKHQ LQ >:ROIB@GLVNXWLHUW IUGLHZLHGHUXP6WDQGDUGYRUJDEHQ
JHPDFKWZHUGHQ VROOWHQ’LHVHN|QQHQDOV HLQH%LEOLRWKHNPLW%HLVSLHOHQ IU$QZHQGXQJV
XQG$XVQDKPHIlOOHIU6LFKHUKHLWVHLJHQVFKDIWHQYRUOLHJHQ
$QZHQGXQJVHQWZLFNOHU KDEHQ QLFKW QXU HLQH 6LFKW DXI GLH ]HLWOLFKH $EIROJH GHU HLQ]HOQHQ
$NWLRQHQVRQGHUQDXFKDXIGLH6HPDQWLNGHU$NWLRQHQ LP$QZHQGXQJV]XVDPPHQKDQJXQG
N|QQHQ GHVKDOE GLH *UXSSLHUXQJ YRQ $NWLRQHQ PLW YRUDXVVLFKWOLFK JOHLFKHQ 6LFKHUKHLWV
DQIRUGHUXQJHQ YRUQHKPHQ 6LH N|QQHQ VRZRKO 6LFKHUKHLWVLQWHUHVVHQ GHU HLQ]HOQHQ LQ HLQHU
$QZHQGXQJ YRUNRPPHQGHQ 5ROOHQ EHU GLH YRU GHU .RPPXQLNDWLRQ DXVJHKDQGHOW ZLUG
YRUNRQILJXULHUHQ DOV DXFK EHVRQGHUV VLFKHUKHLWVNULWLVFKH E]Z –XQNULWLVFKH $NWLRQHQ





DEVWUDNWHQ JHQHULVFKHQ 6621(760, HLQH NRQNUHW DXI GLH $QZHQGXQJ ]XJHVFKQLWWHQH
6FKQLWWVWHOOHHQWZHGHUDQGDV6621(760,DQJHOHKQWRGHUNRPSOHWWQHX]XEDXHQ+LHU]X
N|QQHQ ]% DEVWUDNWH %HLVSLHOH IU $XVQDKPHIlOOH YJO >:ROIB@ HLQHUVHLWV
DOOJHPHLQJOWLJH ZLHGHUYHUZHQGEDUH DWWULEXWLHUWH $NWLRQVNODVVHQ DQGHUHUVHLWV VSH]LILVFKH
DQZHQGXQJVDEKlQJLJH$XVQDKPHIlOOHDPNRQNUHWHQ%HLVSLHOEHKDQGHOWZHUGHQ
$QZHQGXQJVHQWZLFNOHU N|QQHQZDKUVFKHLQOLFK QXU EHU QRWZHQGLJH6FKXW]]LHOH DEHU QLFKW
EHU ’HWDLOHLQVWHOOXQJHQ YRQ 6LFKHUKHLWVPHFKDQLVPHQ 9RUVFKULIWHQ PDFKHQ $XIJUXQG GHU
$EVWUDNWLRQ VROOWHQ VLH ZHGHU PLW ’HWDLOV GHU 0HFKDQLVPHQ ZLH 6FKOVVHOOlQJHQ XQG
5XQGHQ]DKOHQ QRFK – LP 6LQQH YRQ IOH[LEOHQ 6LFKHUKHLWVDUFKLWHNWXUHQ – PLW HLQHP
NRQNUHWHQ0HFKDQLVPXV ]% 56$’(6 NRQIURQWLHUW ZHUGHQ DOVR GHQ0HFKDQLVPXV QXU
YRQ VHLQHU lXHUHQ 6FKQLWWVWHOOH KHU VHKHQ XP LKQ ]XU (UUHLFKXQJ YRQ 6FKXW]]LHOHQ ]X
LQWHJULHUHQ
3UREOHPDWLVFKIU$QZHQGXQJVHQWZLFNOHUXQGLQGLUHNWDXFKIU(QGEHQXW]HULVWGLH3UIXQJ
]XJHVLFKHUWHU (LJHQVFKDIWHQ HLQHV 3URJUDPPV )U GHQ $QZHQGXQJVHQWZLFNOHU LVW GLH
3UREOHPDWLN YRU DOOHP GDQQ YRQ %HGHXWXQJ ZHQQ HU IUHPGH %LEOLRWKHNHQ LQ VHLQH
$QZHQGXQJ HLQELQGHQ ZLOO (LQ $QVDW] QHEHQ GHQ NODVVLVFKHQ 9HULILNDWLRQVDQVlW]HQ ]XU
3UIXQJ YRQ (LJHQVFKDIWHQ LVW ]% 3URJUDPPFRGH GHU HLQHQ IRUPDOHQ %HZHLV VHLQHU
(LJHQVFKDIWHQ PLW VLFK IKUW VRJ 3URRI &DUU\LQJ &RGH VLHKH >1H/HB@ 6R NDQQ GHU
$QZHQGXQJVHQWZLFNOHU XQG VSlWHU ]XU/DXI]HLW DXFK GHU (QGEHQXW]HU GLH.RUUHNWKHLW GHV
3URJUDPPFRGHV PLW +LOIH HLQHV 3URRIFKHFNHUV SUIHQ RGHU YRQ HLQHU ,QVWDQ] VHLQHV
9HUWUDXHQVSUIHQODVVHQ
 6\VWHPDGPLQLVWUDWRUHQ
6\VWHPDGPLQLVWUDWRUHQ GHILQLHUHQ 6LFKHUKHLWVDQIRUGHUXQJHQ XQG NRQILJXULHUHQ 6FKXW]]LHOH
XQG 6LFKHUKHLWVPHFKDQLVPHQ ,P 5DKPHQ PHKUVHLWLJHU 6LFKHUKHLW LVW GDV HQWZHGHU LQ
YHUVFKLHGHQHQ $EWHLOXQJHQ HLQHV 8QWHUQHKPHQV GLH YHUVFKLHGHQH 6LFKHUKHLWVSROLWLNHQ
GXUFK]XVHW]HQ KDEHQ RGHU LQ YHUVFKLHGHQHQ 8QWHUQHKPHQ DXV GHQHQ (LQ]HOSHUVRQHQ
PLWHLQDQGHUNRPPXQL]LHUHQGHQNEDU%HLGH.RPPXQLNDWLRQVSDUWQHUKDEHQDXIGLHVH:HLVH
(LQVWHOOXQJHQ JHPl LKUHU 6LFKHUKHLWVSROLWLN YRUOLHJHQ )UDJOLFK LVW LQZLHIHUQ HV EHUKDXSW
P|JOLFKLVWGDHLQHUGHUEHLGHQQDFKJLEWRKQHVHLQH6LFKHUKHLWVSROLWLN]XYHUOHW]HQ





D (IIL]LHQ]VWHLJHUXQJ GHU $XVKDQGOXQJ VRODQJH GHU (QGEHQXW]HU (LQVWHOOXQJHQ GHV
6\VWHPDGPLQLVWUDWRUV NRUULJLHUHQ NDQQ :HQQ %HWHLOLJWH 9RUVFKOlJH YRP JOHLFKHQ






E SHUV|QOLFKHQ 6LFKHUKHLWVEHUDWHUV YRQ (QGEHQXW]HUQ JHVHKHQ ZHUGHQ ,Q GLHVHP )DOOH
KDQGHOW HU DXVVFKOLHOLFK LP ,QWHUHVVH GHV (QGEHQXW]HUV ’DEHL DXIWUHWHQGH 6LFKHUKHLWV
DQIRUGHUXQJHQZHUGHQLPIROJHQGHQ.DSLWHOHUOlXWHUW
(LQ 6\VWHPDGPLQLVWUDWRU GHU HLQH ˜PDQGDWRU\ SROLF\‡ DOVR 0XYRUVFKULIWHQ GXUFKVHW]HQ
ZLOOVROOWH]XHUVW5HJHOQ]X=XJULIIVUHFKWHQDXI’DWHQGDQQEHU’DWHQGLHYHUVHQGHWZHUGHQ
GUIHQ DXIVWHOOHQ (UVW DXI GHU %DVLV GLHVHU 5HJHOQ XQG GHP VRPLW HLQJHVFKUlQNWHQ
’DWHQUDXP LVW HV VLQQYROO 5HJHOQ ]X GHQ GLH .RPPXQLNDWLRQ VLFKHUQGHQ 0HFKDQLVPHQ
IHVW]XOHJHQ,Q6LFKHUKHLWVDUFKLWHNWXUHQGLH–ZLH6621(7–ZHGHU=XJULIIVUHFKWHQRFKGDV
$XIVWHOOHQ YRQ 5HJHOQ EHU YHUVHQGEDUH XQG QLFKWYHUVHQGEDUH ’DWHQ XQWHUVWW]HQ VROOWHQ
GHPQDFKEHUGLH]XYHUZHQGHQGHQ0HFKDQLVPHQNHLQH0XYRUVFKULIWHQDXIJHVWHOOWZHUGHQ
’HU 6\VWHPDGPLQLVWUDWRU VROOWH VLFK DOVR DXI GLH )XQNWLRQHQ GLH NHLQH 0XYRUVFKULIWHQ
DXIVWHOOHQ–DXQGE–EHVFKUlQNHQ
 (QGEHQXW]HU
’HU (QGEHQXW]HU QXW]W GDV YRQ GHU 6LFKHUKHLWVDUFKLWHNWXU EHUHLWJHVWHOOWH XQG JJI YRQ




(QWZLFNOHU GHU 6LFKHUKHLWVDUFKLWHNWXU $QZHQGXQJVHQWZLFNOHU RGHU 6\VWHPDGPLQLVWUDWRU
JHIlOOWKDEHQ’DGXUFKZHLGHU(QGEHQXW]HUZHPHUYHUWUDXWYHUWUDXHQPXZHQQHUGLHVH
(LQVWHOOXQJHQDN]HSWLHUW
’XUFK GLH$EVWUDNWLRQ YRQ6LFKHUKHLWVPHFKDQLVPHQ DXI 6FKXW]]LHOH XQG JJI DXI XPJDQJV
VSUDFKOLFKEHVFKULHEHQH$QZHQGXQJVIlOOHQYRQ6LFKHUKHLWVHLJHQVFKDIWHQ>VLHKH:ROIB@ LVW
HVIUGHQ(QGEHQXW]HUQLFKWQRWZHQGLJ6LFKHUKHLWVPHFKDQLVPHQRGHUVRJDUGHUHQ’HWDLOV]X
NRQILJXULHUHQ VRODQJH HU GLH (LQVWHOOXQJHQ GXUFK YRUDQJHJDQJHQH $NWHXUH $QZHQGXQJV
HQWZLFNOHU6\VWHPDGPLQLVWUDWRUDN]HSWLHUWGLHVHQDOVRYHUWUDXW=XUHLQGHXWLJHQXQGNODUHQ
7UHQQXQJ GHU 6LFKHUKHLWVIXQNWLRQDOLWlW IU /DLHQQXW]HU XQG 6LFKHUKHLWVH[SHUWHQ LVW GLH
(LQIKUXQJYRQ˜DGYDQFHG‡XQG˜VLPSOH‡1XW]HUPRGLDQ]XUDWHQ
$XFKIUGLH$XVKDQGOXQJVLQGGLHELVKHUJHQDQQWHQ.RQ]HSWHVHOHNWLYDQZHQGEDUZLH]XP
%HLVSLHO $EVWUDNWLRQ ,QIRUPDWLRQ XQG )HKOHUPHOGXQJHQ %HL GHU $XVKDQGOXQJ NRPPW GHU
P|JOLFKVW DXWRPDWLVFKHQ$EZLFNOXQJ EHVRQGHUH3ULRULWlW ]X’LHV LVW QRWZHQGLJ GDPLW GHU
1XW]HU EHLP 9HUELQGXQJVDXIEDX P|JOLFKVW ZHQLJH 7HLOVFKULWWH 5HNRQILJXUDWLRQHQ
YRU]XQHKPHQ KDW XQG VHLQH $QZHQGXQJ WURW] 6LFKHUKHLWVIXQNWLRQDOLWlW XQG $XVKDQGOXQJ
ZHLWHVWJHKHQG˜UHLEXQJVORV‡EHQXW]HQNDQQ
,QHLQLJHQYHUWHLOWHQ$QZHQGXQJHQVLQGEHUHLWV$QVlW]HRGHUDXFKXPIDVVHQGHUH.RQ]HSWHIU
GLH .RQILJXULHUXQJ YRQ 6FKXW]]LHOHQ XQG 6LFKHUKHLWVPHFKDQLVPHQ GXUFK (QGEHQXW]HU YRU







%LOG D ]HLJW GLH $XVZDKOP|JOLFKNHLW HLQHV 9HUVFKOVVHOXQJVDOJRULWKPXV¶ LQ 3*3 RKQH
ZHLWHUH1XW]HULQIRUPDWLRQ’HU1HWVFDSH1DYLJDWRUELHWHWLQVHLQHQQHXHUHQ9HUVLRQHQEHUHLWV
JXWH1XW]HULQIRUPDWLRQHQ%LOGE]HLJWHLQHQ:DUQKLQZHLVEHUXQYHUVFKOVVHOWH’DWHQ
’LH UHODWLY XPIDVVHQGH /|VXQJVLGHH GHV 6621(73URMHNWV IU PHKUVHLWLJH 6LFKHUKHLW LQ
YHUWHLOWHQ$QZHQGXQJHQZLUGXDLQ>36::B@SUlVHQWLHUW(LQZHLWHUHV%HLVSLHOIUGLH
8PVHW]XQJPHKUVHLWLJHU 6LFKHUKHLW LP%HUHLFK GHU 7HOHIRQLH LVW LQ >*D36B@ EHVFKULHEHQ
XQGZXUGHLQHLQHU6LPXODWLRQVWXGLHJHWHVWHW
%HUDWXQJVGLHQVWOHLVWXQJHQ
’LH NRPSOH[HQ (LJHQVFKDIWHQ YRQ 6FKXW]]LHOHQ XQG 6LFKHUKHLWVPHFKDQLVPHQ VRZLH GHUHQ
:HFKVHOZLUNXQJHQPLWGHU8PZHOW VLQG VFKZHU]XEHUVFKDXHQ’HVKDOE VLQG(QGEHQXW]HU
RIW QLFKW PHKU LQ GHU /DJH RKQH HQWVSUHFKHQGH %HUDWXQJVGLHQVWOHLVWXQJHQ TXDOLIL]LHUWH
(QWVFKHLGXQJHQ ]X WUHIIHQ ,P IROJHQGHQ $EVFKQLWW ZLUG GHU VSH]LHOOH )DOO YRQ
%HUDWXQJVOHLVWXQJHQ ]XU1XW]XQJV]HLW YRQ6LFKHUKHLWVDUFKLWHNWXUHQ GLVNXWLHUW DOVR QLFKW GLH
%HUDWXQJ ]XU$XVZDKO HLQHU JHHLJQHWHQ 6LFKHUKHLWVDUFKLWHNWXU ,P EHJUHQ]WHQ8PIDQJZLUG
GLHVH %HUDWXQJ GXUFK $QZHQGXQJVHQWZLFNOHU XQG 6\VWHPDGPLQLVWUDWRUHQ JHOHLVWHW ’DUEHU




%HL %HUDWXQJ YRU 2UW VLQG NHLQH ]XVlW]OLFKHQ 6LFKHUKHLWVPHFKDQLVPHQ IU .RPPXQLNDWLRQ
QRWZHQGLJ %HL HQWIHUQWHQ %HUDWXQJVGLHQVWOHLVWXQJHQ HUKDOWHQ ZLU HLQH QHXH 5ROOH
6\VWHPXQWHUVWW]XQJ IU HQWIHUQWH %HUDWXQJVGLHQVWOHLVWXQJHQ GXUFK GHQ %HUDWHU GHV








]XU 6\VWHPXQWHUVWW]XQJ IU 5HPRWH &RQVXOWLQJ 6FKLFNW HU HLQ ’XSOLNDW VHLQHU




− GD NHLQH 5HDO]HLWDQIRUGHUXQJHQ EHVWHKHQ LVW 3HUIRUPDQFH GHU 6LFKHUKHLWVPHFKDQLVPHQ
QHEHQVlFKOLFKXQGVLFKHUH0HFKDQLVPHQVLQGDQZHQGEDU(YHQWXHOOLVWNHLQH$XVKDQGOXQJ
EHU 0HFKDQLVPHQ QRWZHQGLJ ZHQQ YRQ %DVLVPHFKDQLVPHQ DXVJHJDQJHQ ZLUG GLH
]XQlFKVWEHLGHQ%HWHLOLJWHQYRUKDQGHQVLQGXQGHLQJHVHW]WZHUGHQ
− NHLQH $QRQ\PLWlW GD GHU %HUDWHU HK ZLVVHQ PX ZHOFKH $UFKLWHNWXU LFK EHQXW]H GLH
,GHQWLWlWLVWSHUVHQLFKWVFKXW]EHGUIWLJ
− =XUHFKHQEDUNHLW +DIWXQJVIUDJHQ 8QWHUVFKUHLEW GHU %HUDWHU DOOH 5DWVFKOlJH" 1HLQ
=XUHFKHQEDUNHLW QXU DOV $XVQDKPH XPVHW]HQ )U GLH SV\FKRORJLVFKH 6LWXDWLRQ GHU
%HUDWXQJZLUGV\PPHWULVFKH$XWKHQWLNDWLRQDXVUHLFKHQ0WHGHU%HUDWHUDOOHVVLJQLHUHQ




6FKXW]ZUGLJH ’DWHQ GHV .XQGHQ ]% GD HU JHUDGH PLW GHQ DQRQ\PHQ $ONRKROLNHUQ
NRPPXQL]LHUHQ ZLOO VROOHQ QLFKW DQ GHQ %HUDWHU JHODQJHQ VRQGHUQ QXU GDV VLFKHUKHLWV
WHFKQLVFKH 3UREOHP GK $GUHLQKDOWH 3DZ|UWHU HWF VLQG DXI $Q]HLJH GHV %HUDWHUV




DXFK6\VWHPDGPLQLVWUDWRUHQGLH6LFKHUKHLWVIXQNWLRQDOLWlW IUPHKUVHLWLJH6LFKHUKHLW QLFKW VR
VWDUNHLQVFKUlQNHQ E]ZYHUGHFNHQN|QQHQGUIHQ GDGHU(QGEHQXW]HUGLH(LQVWHOOXQJHQ
QLFKW ZLHGHU UFNJlQJLJ PDFKHQ NDQQ 6LH VROOHQ GHQ (QGEHQXW]HU QLFKW EHYRUPXQGHQ
N|QQHQRKQHGDGLHVHUHVPHUNW
’LHV EHGHXWHW LQVEHVRQGHUH GD HV HLQHQ YHUWUDXHQVZUGLJHQ 3IDG YRP (QWZLFNOHU GHU
6LFKHUKHLWVDUFKLWHNWXUELVKLQ]XP(QGEHQXW]HUJHEHQPX
$XVEOLFN
:lKUHQG GLH $QIRUGHUXQJHQ DQ XQG 0|JOLFKNHLWHQ YRQ 6LFKHUKHLWVDUFKLWHNWXUHQ ]XU
8QWHUVWW]XQJ XQG’XUFKVHW]XQJPHKUVHLWLJHU 6LFKHUKHLW LQ]ZLVFKHQ KDOEZHJV NODU VLQG VR
EOHLEW E]JO GHU 8PVHW]XQJ LQ NRPPHU]LHOOH 6LFKHUKHLWVDUFKLWHNWXUHQ QRFK YLHO ]X WXQ
,QVEHVRQGHUH LVW HV QRWZHQGLJ JHJHQVHLWLJ YRQHLQDQGHU ]X OHUQHQ GK GLH (QWZLFNOHU YRQ
6LFKHUKHLWVDUFKLWHNWXUHQ OHUQHQ LWHUDWLY YRQ GHQ 5HDNWLRQHQ GHU %HQXW]HU ’LHVH EHQ|WLJHQ
]XPLQGHVW 3URWRW\SHQ YRQ 6LFKHUKHLWVDUFKLWHNWXUHQ XPPLW GHP 7KHPHQJHELHW YHUWUDXW ]X
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
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1H/HB * &1HFXOD 3 /HH 5HVHDUFK RQ 3URRI&DUU\LQJ&RGH IRU 8QWUXVWHG&RGH
6HFXULW\ ,Q 3URFHHGLQJV RI WKH  ,((( 6\PSRVLXP RQ 6HFXULW\ DQG
3ULYDF\2DNODQG





EDVHG GLVWULEXWHG SODWIRUP IRUPXOWLODWHUDO VHFXULW\ ,Q:LQIULHG /DPHUVGRUI








7HOHFRPPXQLFDWLRQV ,QIRUPDWLRQ 1HWZRUNLQJ $UFKLWHFWXUH  WKH &U\67,1$
$SSURDFK 7,1$












6HUYLFH IRU 2SHQ 1HWZRUN 6\VWHPV 86(1,; &RQIHUHQFH 3URFHHGLQJV )HE






:LHZB ( :LHZDOO 6HFXUH <RXU $SSOLFDWLRQV ZLWK WKH 0LFURVRIW &U\SWR$3, ,Q
0LFURVRIW’HYHORSHU1HWZRUN1HZV0LFURVRIW3UHVV
:ROIB *ULWWD :ROI *HQHULVFKH DWWULEXWLHUWH $NWLRQVNODVVHQ IU PHKUVHLWLJ VLFKHUH
YHUWHLOWH $QZHQGXQJHQ 3URFHHGLQJV GHV :RUNVKRSV ˜6LFKHUKHLW XQG
(OHFWURQLF&RPPHUFH‡(VVHQ2NWREHU
